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Abstract: This contribution proposes a new solution on authorization control of 5GC information exposure to UE.
1. Discussion
This solution addresses Key Issue #2: 5GC information exposure to UE, in particular this solution addresses:
-
What are the information or data analytics that can be provided by 5GC to the UE to assist the Application AI/ML operation at the UE side.
The UE may need to consume the network information or data analytics from 5GC to assist its local application layer AI/ML operations, e.g., QoS Sustainability analytics from NWDAF to assist the UE in performing real-time AI/ML model inference operations, or QoS monitoring result from UPF to assist the UE to determine if it can join the FL group. However, not all the network information or data analytics are suitable to be exposed to the UE, e.g., NF load analytics, slice load level analytics, etc. The 5GC may also want to prevent the UE from the information which is not related to the UE itself. Therefore, the authorization control should be applied to network information or data analytics exposure to the UE. 

It is proposed that the authorization control granularity can be the following three granularities or the combination of the following three granularities:
-
UE granularity.

-
Event ID/Analytics ID granularity.
-
Event subset/Analytics subset granularity.
The Analytics subset represents a subset of the output of per Analytcis ID as defined in clause 6.3-6.14 of TS 23.288 [6]. Similarly, The Event subset can be defined as a subset of the output of per Event ID. The following describes these authorization control granularity with Analytics ID and Analytics subset as example.

For the authorization control granularity of per UE (i.e. UE granularity), it means whether a UE is authorized to obtain the outputs from one or more Analytic ID(s) or Analytic subset(s), as shown in Table 6.X.1-1 and Table 6.X.1-2. The "Key" (i.e. UE ID) could be used to retrieve the authorization information, and the "Value" (i.e. Analytics ID) and "Sub-value" (i.e. Analytics subset) means the content of authorization information. 

For the first type of UE granularity authorization control, a UE may be authorized to obtain the outputs from one or more Analytic ID(s), or a UE may (or may not) be authorized to obtain the outputs from any Analytic ID. In addition, in some scenarios, the 5GC may only want to expose a subset of the output of an Analytics ID to the UE, instead of exposing all analytics output corresponding to the Analytics ID to the UE. For example, the 5GC may not want to expose the NF resource usage of the output of NF load analytics, as defined in Table 6.5.3-1 and Table 6.5.3-2 of TS 23.288 [6], and the other part of the output of NF load analytics can be exposed to the UE. For this scenario, the second type of UE granularity authorization control can be utilized, a UE may be authorized to obtain the outputs of one or more Analytic subset(s) from an Analytcis ID, or a UE may be authorized to obtain the outputs of any Analytic subset from an Analytcis ID.

NOTE:
The "Value" in the Table 6.X.1-1 may indicate the information that can be exposed to the UE as described above, or may indicate the information that cannot be exposed to the UE. The "Value" in the Table 6.X.1-2 indicate the information that can be exposed to the UE, and the "Sub-value" in the Table 6.X.1-2 may indicate the information that can be exposed to the UE as described above, or may indicate the information that cannot be exposed to the UE. Particularly, in Table 6.X.1-2, if the "Value" is Any Analytics ID, the "Sub-value" can only indicate that any Analytics subset can be exposed to the UE, and if the "Value" is None, the "Sub-value" can only indicate that any Analytics subset cannot be exposed to the UE.
For the UE granularity authorization control, the Subscribed Analytics ID(s) and/or Analytics subet(s) (i.e. UE subscription data about whether the UE has subscribed to obtain some specific Analytics ID or specific Analytics subset from 5GC) of per UE can be configured in the UDM. Before subscribing to NWDAF analytics on blehalf of the UE, the AF /NEF consumes the Subscribed Analytics ID(s) from UDM for a single UE, and determines whether the UE is authorized to obtain the corresponding Analytics ID(s) or Analytics subet(s).
Table 6.X.1-1: Example of UE granularity authorization information (Type 1)
	Key (UE ID)
	Value (Analytics ID)

	SUPI 1
	{Analytics ID 1, Analytics ID 2, Analytics ID 3}

	SUPI 2
	{Analytics ID 3, Analytics ID 4}

	SUPI 3
	Any Analytics ID

	SUPI 4
	None


Table 6.X.1-2: Example of UE granularity authorization information (Type 2)
	Key (UE ID)
	Value (Analytics ID)
	Sub-value (Analytics subset)

	SUPI 1
	Analytics ID 1
	{Analytics subset 11, Analytics subset 12}

	
	Analytics ID 2
	Any Analytics subset

	
	Analytics ID 3
	{Analytics subset 31}

	SUPI 2
	Analytics ID 3
	{Analytics subset 31, Analytics subset 32}

	
	Analytics ID 4
	{Analytics subset 41, Analytics subset 42, Analytics subset 43}

	SUPI 3
	Any Analytics ID
	Any Analytics subset

	SUPI 4
	None
	None


When multiple UEs subscribe to the Analytics ID simultaneously, it’s more efficient to utilize the authorization control of Analytics ID granularity. For the authorization control granularity of per Analytics ID (i.e. Analytics ID granularity), it means whether an Analytics ID is authorized to expose to the UE(s), as shown in Table 6.X.1-3 and Table 6.X.1-4. The "Key" for retrieving authorization information is the Analytics ID, and the "Value" could be the combination of UE ID, UE Group ID, UE Type, or Any UE. 

For the first type of Analytics ID granularity authorization control, an Analytics ID may be authorized to expose to one or more UE(s), or one or more UE Group(s), or one or more UE Type(s), or an Analytics ID may be authorized to expose to the combination of one or more UE(s), one or more UE Group(s), and one or more UE Type(s), or an Analytics ID may (or may not) be authorized to expose to any UE. For the second type of Analytics ID granularity authorization control, each Analytics ID can be exposed to any UE or cannot be exposed to any UE.
NOTE:
The "Value" in the Table 6.X.1-3 and Table 6.X.1-4 may indicate the UE(s) that the Analytics ID can be exposed to as described above, or may indicate the UE(s) that the Analytics ID cannot be exposed to.
For the first type of Analytics ID granularity authorization control, the authorization information of whether an Analytics ID can be exposed to some UE(s) can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the same Analytics ID, the AF (via the NEF) obtains the authorization information of which UE(s) can the Analytics ID be exposed to from UDR, and the AF/NEF determines which UE(s) can be authorized to obtain the output of the Analytics ID. For the second type of Analytics ID granularity authorization control, the authorization information of whether an Analytics ID can be exposed to any UE can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the NWDAF analytics, the AF (via the NEF) obtains the Analytics ID(s) that can be exposed to any UE from the UDR, and the AF/NEF determines which UE requested Analytics ID(s) can be authorized.

Table 6.X.1-3: Example of Analytics ID granularity authorization information (Type 1)
	Key (Analytics ID)
	Value (Combination of UE ID, UE Group ID, UE Type, or Any UE)

	Analytics ID 1
	{SUPI 1, SUPI 2, SUPI 3}

	Analytics ID 2
	{UE Group ID 1, UE Group ID 2}

	Analytics ID 3
	{UE Type 1, UE Type 2}

	Analytics ID 4
	{SUPI 1, UE Group ID 1, UE Type 1}

	Analytics ID 5
	Any UE

	Analytics ID 6
	None


Table 6.X.1-4: Example of Analytics ID granularity authorization information (Type 2)
	Key (Analytics ID)
	Value (Any UE)

	Analytics ID 1
	Any UE

	Analytics ID 2
	None

	Analytics ID 3
	None

	Analytics ID 4
	Any UE


In addition, the authorization control granularity could be per subset of the output of Analytics ID (i.e. Analytics subset granularity), as shown in Table 6.X.1-5 and Table 6.X.1-6. The "Key" and "Sub-key" for retrieving authorization information are the Analytics ID and the Analytics subset respectively, and the "Value" could be the combination of UE ID, UE Group ID, UE Type, or Any UE.

For the first type of Analytics subset granularity authorization control, an Analytics subset (or any Analytics subset) of an Analytics ID may be authorized to expose to one or more UE(s), or one or more UE Group(s), or one or more UE Type(s), or an Analytics subset (or any Analytics subset) of an Analytics ID may be authorized to expose to the combination of one or more UE(s), one or more UE Group(s), and one or more UE Type(s), or an Analytics subset (or any Analytics subset) of an Analytics ID may (or may not) be authorized to expose to any UE. For the second type of Analytics subset granularity authorization control, each Analytics subset (or any Analytics subset) of an Analytics ID can be exposed to any UE or cannot be exposed to any UE.
NOTE:
The "Value" in the Table 6.X.1-5 and Table 6.X.1-6 may indicate the UE(s) that the Analytics ID can be exposed to as described above, or may indicate the UE(s) that the Analytics ID cannot be exposed to.
For the first type of Analytics ID granularity authorization control, the authorization information of whether an Analytics subset of an Analytics ID can be exposed to some UE(s) can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the same Analytics ID or same Analytics subset(s) of an Analytics ID, the AF (via the NEF) obtains the authorization information of which UE(s) can the Analytics subset(s) of an Analytics ID be exposed to from UDR, and the AF/NEF determines which UE(s) can be authorized to obtain the output of the Analytics subset(s) of an Analytics ID. For the second type of Analytics ID granularity authorization control, the authorization information of whether an Analytics subset of an Analytics ID can be exposed to any UE can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the NWDAF analytics, the AF (via the NEF) obtains the Analytics subset(s) of the Analytics ID(s) that can be exposed to any UE from the UDR, and the AF/NEF determines which UE requested Analytics subset(s) of the Analytics ID(s) can be authorized.
Table 6.X.1-5: Example of Analytics subset granularity authorization information (Type 1)
	Key (Analytics ID)
	Sub-key (Analytics subset)
	Value (Combination of UE ID, UE Group ID, UE Type, or Any UE)

	Analytics ID 1
	Analytics subset 11
	{SUPI1, SUPI2, SUPI3}

	
	Analytics subset 12
	{UE Type 1, UE Type 2}

	
	Analytics subset 13
	Any UE

	Analytics ID 2
	Analytics subset 21
	{UE Group ID 1, UE Group ID 2}

	
	Analytics subset 22
	None

	Analytics ID 3
	Analytics subset 31
	{SUPI 1, UE Group ID 1, UE Type 1}

	
	Analytics subset 32
	{SUPI 2, UE Group ID 2}

	
	Analytics subset 33
	{UE Group ID 3, UE Type 2}

	Analytics ID 4
	Analytics subset 41
	Any UE

	
	Analytics subset 42
	None

	Analytics ID 5
	Any Analytics subset
	{SUPI 2, UE Group ID 2, UE Type 2}

	Analytics ID 6
	Any Analytics subset
	Any UE


Table 6.X.1-6: Example of Analytics subset granularity authorization information (Type 2)
	Key (Analytics ID)
	Sub-key (Analytics subset)
	Value (Any UE)

	Analytics ID 1
	Analytics subset 11
	Any UE

	
	Analytics subset 12
	None

	Analytics ID 2
	Analytics subset 21
	None

	
	Analytics subset 22
	Any UE

	Analytics ID 3
	Any Analytics subset
	Any UE

	Analytics ID 4
	Any Analytics subset
	None


Considering that different UEs may request multiple different Analytics IDs simultaneously, the authorization control granularity can also be the combination of UE granularity and the Type 1 of Analytics ID granularity, or the combination of UE granularity and Type 1 of Analytics subset granularity. For example, when five UEs simultaneously request multiple Analytics IDs, as shown in Table 6.X.1-7, the AF/NEF may first obtain the authorization information of the SUPI 1, SUPI 2 and SUPI 3 in the Analytics ID granularity, and then obtain the authorization information of SUPI 4 and SUPI 5 in the UE granularity, because the Analytics IDs requested by the SUPI 1, SUPI 2 and SUPI 3 are the same, and the Analytics ID(s) requested by the SUPI 4 or SUPI 5 is(are) different from that of other UEs.

For the combination of different granularities of authorization control, the authorization information of UE granularity can be configured in the UDM, and the authorization information of Analytics ID granularity or Analytics subset granularity can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the multiple different Analytics IDs, the AF first identifies one or more groups of UEs, where each group of UEs requests the same Analytics ID(s). For each group of UEs, the AF (via the NEF) obtains authorization information in the Analytics ID granularity, and for other UEs that are not in any group, the AF (via the NEF) obtains authorization information in the UE granularity.
Table 6.X.1-7: Example of Analytics ID(s) requested by different UEs
	UE ID
	Requested Analytics ID

	SUPI 1
	Analytics ID 1, Analytics ID 2

	SUPI 2
	Analytics ID 1, Analytics ID 2

	SUPI 3
	Analytics ID 1, Analytics ID 2

	SUPI 4
	Analytics ID 2, Analytics ID 3

	SUPI 5
	Analytics ID 4


2. Proposal

It is proposed to capture the following changes vs. TR 23.700-80.
* * * * First change * * * *

6.X
Solution #X: Authorization control of 5GC information exposure to UE
6.X.1
Description

This solution addresses Key Issue #2: 5GC information exposure to UE, in particular this solution addresses:
-
What are the information or data analytics that can be provided by 5GC to the UE to assist the Application AI/ML operation at the UE side.
The UE may need to consume the network information or data analytics from 5GC to assist its local application layer AI/ML operations, e.g., QoS Sustainability analytics from NWDAF to assist the UE in performing real-time AI/ML model inference operations, or QoS monitoring result from UPF to assist the UE to determine if it can join the FL group. However, not all the network information or data analytics are suitable to be exposed to the UE, e.g., NF load analytics, slice load level analytics, etc. The 5GC may also want to prevent the UE from the information which is not related to the UE itself. Therefore, the authorization control should be applied to network information or data analytics exposure to the UE. 
It is proposed that the authorization control granularity can be the following three granularities or the combination of the following three granularities:
-
UE granularity.
-
Event ID/Analytics ID granularity.
-
Event subset/Analytics subset granularity.
The Analytics subset represents a subset of the output of per Analytcis ID as defined in clause 6.3-6.14 of TS 23.288 [6]. Similarly, The Event subset can be defined as a subset of the output of per Event ID. The following describes these authorization control granularity with Analytics ID and Analytics subset as example.
For the authorization control granularity of per UE (i.e. UE granularity), it means whether a UE is authorized to obtain the outputs from one or more Analytic ID(s) or Analytic subset(s), as shown in Table 6.X.1-1 and Table 6.X.1-2. The "Key" (i.e. UE ID) could be used to retrieve the authorization information, and the "Value" (i.e. Analytics ID) and "Sub-value" (i.e. Analytics subset) means the content of authorization information. 
For the first type of UE granularity authorization control, a UE may be authorized to obtain the outputs from one or more Analytic ID(s), or a UE may (or may not) be authorized to obtain the outputs from any Analytic ID. In addition, in some scenarios, the 5GC may only want to expose a subset of the output of an Analytics ID to the UE, instead of exposing all analytics output corresponding to the Analytics ID to the UE. For example, the 5GC may not want to expose the NF resource usage of the output of NF load analytics, as defined in Table 6.5.3-1 and Table 6.5.3-2 of TS 23.288 [6], and the other part of the output of NF load analytics can be exposed to the UE. For this scenario, the second type of UE granularity authorization control can be utilized, a UE may be authorized to obtain the outputs of one or more Analytic subset(s) from an Analytcis ID, or a UE may be authorized to obtain the outputs of any Analytic subset from an Analytcis ID.
NOTE:
The "Value" in the Table 6.X.1-1 may indicate the information that can be exposed to the UE as described above, or may indicate the information that cannot be exposed to the UE. The "Value" in the Table 6.X.1-2 indicate the information that can be exposed to the UE, and the "Sub-value" in the Table 6.X.1-2 may indicate the information that can be exposed to the UE as described above, or may indicate the information that cannot be exposed to the UE. Particularly, in Table 6.X.1-2, if the "Value" is Any Analytics ID, the "Sub-value" can only indicate that any Analytics subset can be exposed to the UE, and if the "Value" is None, the "Sub-value" can only indicate that any Analytics subset cannot be exposed to the UE.
For the UE granularity authorization control, the Subscribed Analytics ID(s) and/or Analytics subet(s) (i.e. UE subscription data about whether the UE has subscribed to obtain some specific Analytics ID or specific Analytics subset from 5GC) of per UE can be configured in the UDM. Before subscribing to NWDAF analytics on blehalf of the UE, the AF /NEF consumes the Subscribed Analytics ID(s) from UDM for a single UE, and determines whether the UE is authorized to obtain the corresponding Analytics ID(s) or Analytics subet(s).
Table 6.X.1-1: Example of UE granularity authorization information (Type 1)
	Key (UE ID)
	Value (Analytics ID)

	SUPI 1
	{Analytics ID 1, Analytics ID 2, Analytics ID 3}

	SUPI 2
	{Analytics ID 3, Analytics ID 4}

	SUPI 3
	Any Analytics ID

	SUPI 4
	None


Table 6.X.1-2: Example of UE granularity authorization information (Type 2)
	Key (UE ID)
	Value (Analytics ID)
	Sub-value (Analytics subset)

	SUPI 1
	Analytics ID 1
	{Analytics subset 11, Analytics subset 12}

	
	Analytics ID 2
	Any Analytics subset

	
	Analytics ID 3
	{Analytics subset 31}

	SUPI 2
	Analytics ID 3
	{Analytics subset 31, Analytics subset 32}

	
	Analytics ID 4
	{Analytics subset 41, Analytics subset 42, Analytics subset 43}

	SUPI 3
	Any Analytics ID
	Any Analytics subset

	SUPI 4
	None
	None


When multiple UEs subscribe to the Analytics ID simultaneously, it’s more efficient to utilize the authorization control of Analytics ID granularity. For the authorization control granularity of per Analytics ID (i.e. Analytics ID granularity), it means whether an Analytics ID is authorized to expose to the UE(s), as shown in Table 6.X.1-3 and Table 6.X.1-4. The "Key" for retrieving authorization information is the Analytics ID, and the "Value" could be the combination of UE ID, UE Group ID, UE Type, or Any UE. 
For the first type of Analytics ID granularity authorization control, an Analytics ID may be authorized to expose to one or more UE(s), or one or more UE Group(s), or one or more UE Type(s), or an Analytics ID may be authorized to expose to the combination of one or more UE(s), one or more UE Group(s), and one or more UE Type(s), or an Analytics ID may (or may not) be authorized to expose to any UE. For the second type of Analytics ID granularity authorization control, each Analytics ID can be exposed to any UE or cannot be exposed to any UE.
NOTE:
The "Value" in the Table 6.X.1-3 and Table 6.X.1-4 may indicate the UE(s) that the Analytics ID can be exposed to as described above, or may indicate the UE(s) that the Analytics ID cannot be exposed to.
For the first type of Analytics ID granularity authorization control, the authorization information of whether an Analytics ID can be exposed to some UE(s) can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the same Analytics ID, the AF (via the NEF) obtains the authorization information of which UE(s) can the Analytics ID be exposed to from UDR, and the AF/NEF determines which UE(s) can be authorized to obtain the output of the Analytics ID. For the second type of Analytics ID granularity authorization control, the authorization information of whether an Analytics ID can be exposed to any UE can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the NWDAF analytics, the AF (via the NEF) obtains the Analytics ID(s) that can be exposed to any UE from the UDR, and the AF/NEF determines which UE requested Analytics ID(s) can be authorized.
Table 6.X.1-3: Example of Analytics ID granularity authorization information (Type 1)
	Key (Analytics ID)
	Value (Combination of UE ID, UE Group ID, UE Type, or Any UE)

	Analytics ID 1
	{SUPI 1, SUPI 2, SUPI 3}

	Analytics ID 2
	{UE Group ID 1, UE Group ID 2}

	Analytics ID 3
	{UE Type 1, UE Type 2}

	Analytics ID 4
	{SUPI 1, UE Group ID 1, UE Type 1}

	Analytics ID 5
	Any UE

	Analytics ID 6
	None


Table 6.X.1-4: Example of Analytics ID granularity authorization information (Type 2)
	Key (Analytics ID)
	Value (Any UE)

	Analytics ID 1
	Any UE

	Analytics ID 2
	None

	Analytics ID 3
	None

	Analytics ID 4
	Any UE


In addition, the authorization control granularity could be per subset of the output of Analytics ID (i.e. Analytics subset granularity), as shown in Table 6.X.1-5 and Table 6.X.1-6. The "Key" and "Sub-key" for retrieving authorization information are the Analytics ID and the Analytics subset respectively, and the "Value" could be the combination of UE ID, UE Group ID, UE Type, or Any UE.
For the first type of Analytics subset granularity authorization control, an Analytics subset (or any Analytics subset) of an Analytics ID may be authorized to expose to one or more UE(s), or one or more UE Group(s), or one or more UE Type(s), or an Analytics subset (or any Analytics subset) of an Analytics ID may be authorized to expose to the combination of one or more UE(s), one or more UE Group(s), and one or more UE Type(s), or an Analytics subset (or any Analytics subset) of an Analytics ID may (or may not) be authorized to expose to any UE. For the second type of Analytics subset granularity authorization control, each Analytics subset (or any Analytics subset) of an Analytics ID can be exposed to any UE or cannot be exposed to any UE.
NOTE:
The "Value" in the Table 6.X.1-5 and Table 6.X.1-6 may indicate the UE(s) that the Analytics ID can be exposed to as described above, or may indicate the UE(s) that the Analytics ID cannot be exposed to.
For the first type of Analytics ID granularity authorization control, the authorization information of whether an Analytics subset of an Analytics ID can be exposed to some UE(s) can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the same Analytics ID or same Analytics subset(s) of an Analytics ID, the AF (via the NEF) obtains the authorization information of which UE(s) can the Analytics subset(s) of an Analytics ID be exposed to from UDR, and the AF/NEF determines which UE(s) can be authorized to obtain the output of the Analytics subset(s) of an Analytics ID. For the second type of Analytics ID granularity authorization control, the authorization information of whether an Analytics subset of an Analytics ID can be exposed to any UE can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the NWDAF analytics, the AF (via the NEF) obtains the Analytics subset(s) of the Analytics ID(s) that can be exposed to any UE from the UDR, and the AF/NEF determines which UE requested Analytics subset(s) of the Analytics ID(s) can be authorized.
Table 6.X.1-5: Example of Analytics subset granularity authorization information (Type 1)
	Key (Analytics ID)
	Sub-key (Analytics subset)
	Value (Combination of UE ID, UE Group ID, UE Type, or Any UE)

	Analytics ID 1
	Analytics subset 11
	{SUPI1, SUPI2, SUPI3}

	
	Analytics subset 12
	{UE Type 1, UE Type 2}

	
	Analytics subset 13
	Any UE

	Analytics ID 2
	Analytics subset 21
	{UE Group ID 1, UE Group ID 2}

	
	Analytics subset 22
	None

	Analytics ID 3
	Analytics subset 31
	{SUPI 1, UE Group ID 1, UE Type 1}

	
	Analytics subset 32
	{SUPI 2, UE Group ID 2}

	
	Analytics subset 33
	{UE Group ID 3, UE Type 2}

	Analytics ID 4
	Analytics subset 41
	Any UE

	
	Analytics subset 42
	None

	Analytics ID 5
	Any Analytics subset
	{SUPI 2, UE Group ID 2, UE Type 2}

	Analytics ID 6
	Any Analytics subset
	Any UE


Table 6.X.1-6: Example of Analytics subset granularity authorization information (Type 2)
	Key (Analytics ID)
	Sub-key (Analytics subset)
	Value (Any UE)

	Analytics ID 1
	Analytics subset 11
	Any UE

	
	Analytics subset 12
	None

	Analytics ID 2
	Analytics subset 21
	None

	
	Analytics subset 22
	Any UE

	Analytics ID 3
	Any Analytics subset
	Any UE

	Analytics ID 4
	Any Analytics subset
	None


Considering that different UEs may request multiple different Analytics IDs simultaneously, the authorization control granularity can also be the combination of UE granularity and the Type 1 of Analytics ID granularity, or the combination of UE granularity and Type 1 of Analytics subset granularity. For example, when five UEs simultaneously request multiple Analytics IDs, as shown in Table 6.X.1-7, the AF/NEF may first obtain the authorization information of the SUPI 1, SUPI 2 and SUPI 3 in the Analytics ID granularity, and then obtain the authorization information of SUPI 4 and SUPI 5 in the UE granularity, because the Analytics IDs requested by the SUPI 1, SUPI 2 and SUPI 3 are the same, and the Analytics ID(s) requested by the SUPI 4 or SUPI 5 is(are) different from that of other UEs.
For the combination of different granularities of authorization control, the authorization information of UE granularity can be configured in the UDM, and the authorization information of Analytics ID granularity or Analytics subset granularity can be configured in the UDR. When the AF receives the request from multiple UEs to subscribe to the multiple different Analytics IDs, the AF first identifies one or more groups of UEs, where each group of UEs requests the same Analytics ID(s). For each group of UEs, the AF (via the NEF) obtains authorization information in the Analytics ID granularity, and for other UEs that are not in any group, the AF (via the NEF) obtains authorization information in the UE granularity.
Table 6.X.1-7: Example of Analytics ID(s) requested by different UEs
	UE ID
	Requested Analytics ID

	SUPI 1
	Analytics ID 1, Analytics ID 2

	SUPI 2
	Analytics ID 1, Analytics ID 2

	SUPI 3
	Analytics ID 1, Analytics ID 2

	SUPI 4
	Analytics ID 2, Analytics ID 3

	SUPI 5
	Analytics ID 4


6.X.2
Procedures
6.X.2.1
Authorization control of UE granularity
When the subscription data for the UE to obtain some specific Analytics ID(s) or Analytics subset(s) is configured in the UDM, the UE granularity authorization control can be utilized.
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Figure 6.X.2.1-1: Procedure for UE granularity authorization control
1.
UE establishes PDU session as described in clause 4.3.2.2.1 of TS 23.502 [4]. The UE may decide to consume data analytics from NWDAF to assist its local application layer AI/ML operations, then the UE includes the Requested Analytics ID(s) or Analytics subset(s) in the application layer request to the AF.
NOTE:
Step 1 is the application layer operation, which is not within the scope of 3GPP.
2.
Before subscribing to NWDAF analytics on behalf of the UE, the AF subscribe to NEF using Nnef_AuthorizationCheck_Subscribe service operation for authorization check. The AF includes the GPSI and UE Requested Analytics ID(s) or Analytics subset(s) in the subscription message.
3-4. The NEF subscribes to the UDM to obtain the Subscribed Analytics ID(s) or Analytics subset(s) of the UE.
5.
The NEF determines the authorized Analytics ID(s) or Analytics subset(s) for the UE based on local policy (i.e. whether the AF is authorized to obtain the specific Analytics ID), Requested Analytics ID(s) or Analytics subset(s) from AF and Subscribed Analytics ID(s) or Analytics subset(s) from UDM.
6.
The NEF notifies the AF of the authorized Analytics ID(s) or Analytics subset(s) for the UE using Nnef_AuthorizationCheck_Notify service operation. The AF then determines whether to subscribe to the specific Analytics ID(s) or Analytics subset(s) from the NWDAF on behalf of the UE.
6.X.2.2
Authorization control of Analytics ID granularity
When the subscription data of whether the Analytics IDs are authorized to expose to one or more UE(s), and/or one or more UE Group(s), and/or one or more UE Type(s), or any UE is configured in the UDR, the Analytics ID granularity authorization control can be utilized.
[image: image2.png]1. The UE includes the Requested Analytics ID(s)
in the application layer request to the AF.

2. Nnef_AuthorizationChefk_Subscribe

3. Nudr_DM_Subscribe Supscribe
4. Nudr_DM_Subscribe Ngtify

5. Nnef_AuthorizationChefk_Notify

6. Determine the authorization
results of different UEs




Figure 6.X.2.2-1: Procedure for Analytics ID granularity authorization control
1.
Multiple UEs establishe PDU session as described in clause 4.3.2.2.1 of TS 23.502 [4]. Different UEs may decide to consume different data analytics from NWDAF to assist its local application layer AI/ML operations, then each UE includes the Requested Analytics ID(s) in the application layer request to the AF.
NOTE 1:
Step 1 is the application layer operation, which is not within the scope of 3GPP.
2.
When the AF receives requests from multiple UEs at the same time, the AF may determine to subscribe to NEF for authorization check in Analytics ID granularity.

For the Type 1 of Analytics ID granularity authorization control, different UEs request the same Analytics ID simultaneously, the AF may include the Analytics ID in the subscription message to the NEF.

For the Type 2 of Analytics ID granularity authorization control, different UEs may request different Analytics IDs simultaneously, the AF may include the "Analytics ID(s) can be exposed to any UE", i.e. an indication for obtaining the Analytics ID(s) that can be exposed to any UE.
3-4. The NEF subscribes to the UDR to obtain the authorization information.

For the Type 1 of Analytics ID granularity authorization control, the NEF subscribes to the UDR to obtain the UE(s) (i.e. one or more SUPI(s), and/or one or more UE Group ID(s), and/or one or more UE Type(s), or any UE) to which the Analytics ID can be exposed.

For the Type 2 of Analytics ID granularity authorization control, the NEF subscribes to the UDR to obtain the Analytics ID(s) that can be exposed to UE.

5.
The NEF notifies the AF of the authorization information based on local policy (i.e. whether the AF is authorized to obtain the specific Analytics ID) and the original authorization information from UDR.
6.
The AF determines the authorization results of different UEs.

For the Type 1 of Analytics ID granularity authorization control, the AF determines the UE(s) (i.e. one or more GPSI(s), and/or one or more UE Group ID(s), and/or one or more UE Type(s), or any UE) to which the Analytics ID can be exposed based on the Requested Analytics ID of all UEs and the authorization information from NEF. The AF then determines whether to subscribe to the specific Analytics ID from the NWDAF on behalf of the different UEs.

For the Type 2 of Analytics ID granularity authorization control, the AF determines the authorized Analytics ID(s) for different UEs based on the Requested Analytics ID(s) of per UE and the authorized Analytics ID(s) that can be exposed to UE from NEF. The AF then determines whether to subscribe to the specific Analytics ID(s) from the NWDAF on behalf of the different UEs.
NOTE 2:
Step 6 is the application layer operation, which is not within the scope of 3GPP.
6.X.2.3
Authorization control of Analytics subset granularity
When the subscription data of whether the Analytics subset(s) of an Analytcis ID is(are) authorized to expose to one or more UE(s), and/or one or more UE Group(s), and/or one or more UE Type(s), or any UE is configured in the UDR, the Analytics subset granularity authorization control can be utilized.
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Figure 6.X.2.3-1: Procedure for Analytics subset granularity authorization control
1.
Multiple UEs establishe PDU session as described in clause 4.3.2.2.1 of TS 23.502 [4]. Different UEs may decide to consume different data analytics from NWDAF to assist its local application layer AI/ML operations, then each UE includes the Requested Analytics ID(s) or Analytics subset(s) of the Analytics ID(s) in the application layer request to the AF.
NOTE 1:
Step 1 is the application layer operation, which is not within the scope of 3GPP.
2.
When the AF receives requests from multiple UEs at the same time, the AF may determine to subscribe to NEF for authorization check in Analytics subset granularity.

For the Type 1 of Analytics subset granularity authorization control, different UEs request the same Analytics ID simultaneously, the AF may include the Analytics ID in the subscription message to the NEF. Or different UEs request the same Analytics ID and the same Analytics subset(s) of the Analytics ID simultaneously, the AF may include the Analytics ID and the Analytics subset(s) ID of the Analytics ID in the subscription message to the NEF.

For the Type 2 of Analytics ID granularity authorization control, different UEs may request different Analytics IDs or different Analytics subsets of the Analytics IDs simultaneously, the AF may include the "Analytics subset(s) can be exposed to any UE", i.e. an indication for obtaining the Analytics ID(s) and the corresponding Analytics subset(s) that can be exposed to any UE.
3-4. The NEF subscribes to the UDR to obtain the authorization information.

For the Type 1 of Analytics subset granularity authorization control, the NEF subscribes to the UDR to obtain the UE(s) (i.e. one or more SUPI(s), and/or one or more UE Group ID(s), and/or one or more UE Type(s), or any UE) to which the Analytics subset(s) of the Analytcis ID can be exposed.

For the Type 2 of Analytics subset granularity authorization control, the NEF subscribes to the UDR to obtain the Analytics ID(s) and the corresponding Analytics subset(s) that can be exposed to UE.

5.
The NEF notifies the AF of the authorization information based on local policy (i.e. whether the AF is authorized to obtain the specific Analytics ID) and the original authorization information from UDR.
6.
The AF determines the authorization results of different UEs.

For the Type 1 of Analytics subset granularity authorization control, the AF determines the UE(s) (i.e. one or more GPSI(s), and/or one or more UE Group ID(s), and/or one or more UE Type(s), or any UE) to which the Analytics subset(s) of the Analytcis ID can be exposed based on the Requested Analytics ID or Analytics subset(s) of all UEs and the authorization information from NEF. The AF then determines whether to subscribe to the specific Analytics ID or Analytics subset(s) of the Analytics ID from the NWDAF on behalf of the different UEs.

For the Type 2 of Analytics subset granularity authorization control, the AF determines the authorized Analytics ID(s) and the corresponding Analytics subset(s) for different UEs based on the Requested Analytics ID(s) or Analytics subset(s) of per UE and the authorized Analytics ID(s) and the corresponding Analytics subset(s) that can be exposed to UE from NEF. The AF then determines whether to subscribe to the specific Analytics ID(s) or Analytics subset(s) of the Analytics ID(s) from the NWDAF on behalf of the different UEs.
NOTE 2:
Step 6 is the application layer operation, which is not within the scope of 3GPP.
6.X.2.4
Authorization control of the combination of different granularities
When the authorization information of UE granularity is configured in the UDM, and the authorization information of Analytics ID granularity or Analytics subset granularity is configured in the UDR, the authorization control of the combination of different granularities can be utilized. 
The following takes the combination of UE granularity and Analytics ID granularity as an example to introduce the procedures of authorization control, and the procedures of authorization control of the combination of UE granularity and Analytics subset granularity is similar to this.
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Figure 6.X.2.4-1: Procedure for authorization control of the combination of UE granularity and Analytics ID granularity
1.
Multiple UEs establishe PDU session as described in clause 4.3.2.2.1 of TS 23.502 [4]. Different UEs may decide to consume different data analytics from NWDAF to assist its local application layer AI/ML operations, then each UE includes the Requested Analytics ID(s) in the application layer request to the AF. The AF identifies one or more groups of UEs, where each group of UEs requests the same Analytics ID(s).
NOTE 1:
Step 1 is the application layer operation, which is not within the scope of 3GPP.
2.
For each group of UEs, the AF (via the NEF) obtains authorization information from UDR in the Analytics ID granularity.

3.
For other UEs that are not in any group, the AF (via the NEF) obtains authorization information from UDM in the UE granularity.
4.
The AF determines the authorization results of different UEs based on the authorization information obtained from step 2 and step 3.
NOTE 2:
Step 4 is the application layer operation, which is not within the scope of 3GPP.
6.X.3
Impacts on services, entities and interfaces

AF:

-
Support subscription to NEF for authorization check in UE granularity.

-
Support subscription to NEF for authorization check in Analytics ID granularity.

-
Support subscription to NEF for authorization check in Analytics subset granularity.
-
Support for determining the authorized Analytics ID(s) for different UEs.
-
Support for determining the authorized Analytics ID(s) and the corresponding Analytics subset(s) for different UEs.
-
Support the identification of one or more groups of UEs requesting the same Analytics ID(s).
NEF:

-
Support for Nnef_AuthorizationCheck service operation, and the input parameter of GPSI, Analytics ID, Analytics subset(s) ID of the Analytics ID, Analytics ID(s) can be exposed to any UE, or Analytics subset(s) can be exposed to any UE.
-
Support subscription to UDM/UDR to obtain the authorization information.
-
Support for determining the authorized result of the UE.
UDM:

-
Support to configure the subscription data of whether the UE is authorized to obtain some specific Analytics ID(s) or Analytics subset(s).
UDR:

-
Support to configure the subscription data of whether the Analytics IDs are authorized to expose to one or more UE(s), and/or one or more UE Group(s), and/or one or more UE Type(s), or any UE.
-
Support to configure the subscription data of whether the Analytics subset(s) of an Analytcis ID is(are) authorized to expose to one or more UE(s), and/or one or more UE Group(s), and/or one or more UE Type(s), or any UE.
* * * * End of changes * * * *
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